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Remote Access for Raspberry Pi

If you'd like the ability to control your Pi from another computer, there are a couple of options
available.

The first, and simplest, is SSH access. This will give you remote access via the command line.

SSH (Command Line Access)

SSH Setup

First, the SSH server needs to be enabled on the Pi. Start up the Pi and log in. Then, run raspi-config:

sudo raspi-config

On the initial screen, select “Advanced Options”:

1 MaapisiFy Pl Satfeaie Contlguialion Teol (Faail pantlg) |
SeLup Gptlavs
1 Enpard Filesysisn Essures thet all of the B0 cend storage §3 Fedlable to the 05
I Charge Y=er Pasyeord Change pasyentd for the default mer |pL)

1 Fsbls Bnot in BeskteprScratch Cioone whether in Beot inta s devkiap evgresent, Scretos, or the comsend-Line
4 Tntermatioasiivefion Dpfiony %ok ug langusge and regional ssEings fo mstch pasr lecabion

5 Pnable Camars eaabld 1his Pl Eo werk with e aabei ry PL Casera
B oAl T Rl e ASE INLE P50t eRLLEG Maipbaidy P1 Map ALK}
1 peerclack Canliges everchohdng for poor M
§ dbawt raspl-confip Tnfomation sl thix confipurstion toal

wZalecis aFintahs

On the Advanced screen, select “SSH":
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Select “Enable” to activate the SSH server:
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Would you like the SSH server enabled or disabled?

<Disable>

If activation was successful, you'll see this:

55H server enabled

Exit raspi-config and restart the Pi.

After the Pi restarts, log in and use ifconfig to determine its IP address (You'll need this for SSH
access.):

sudo ifconfig

If you have the Pi hard-wired to your network, look for the IP address in the “eth#” section. If you are
using a wireless adapter, look for the IP address in the “wlan#” section.

Client Access

Switch to the computer from which you want to access the Pi. (These instructions will assume a Linux
client.)
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Open a terminal and issue the following command:
ssh 192.168.1.13 -1 pi

(Change the IP address in the command to match that of your Pi.)

You can also add an entry to the /etc/hosts file on your client machine if you'd like a “friendly name”
to use when logging in. My Pi has a host name of “pisquared”, so | added an entry for this so that |
can log in as follows:

ssh pisquared -1 pi

You'll be prompted for your Pi user’s password. After entering it, you should be sitting at a command
line on the Pi. Example:

The first time you log in to the Pi, you'll get a warning about it not being a known host. Answer “yes”
to the prompt so that you won’t be warned again.

When you are finished with your session, type “exit” and [Enter] to log out and return to the client

machine.

Secure File Copy

With SSH enabled, you can also use scp (Secure File Copy) to copy files between systems.

The scp command works very similarly to the cp command. For example, let’s assume you want to
copy files from your host system to your Raspberry Pi, with the following setup:

e The hostname of the Raspberry Pi is “raspberry”.

e The username on the Raspberry Pi is “pi”.

e Your username on the host system is “johnd”.

* You want to copy all of the files in the “/home/johnd/transfer” directory on your host system to
the “/home/pi/transfer” directory on the Raspberry Pi.

(Modify the values above as needed for your configuration.)
The command to accomplish this is:

scp /home/johnd/transfer/* picraspberry:/home/pi/transfer

You'll be prompted for the password of the “pi” user, then the files will be copied, with a nice progress
display.
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If you want to copy files from the Raspberry Pi to your host system, it’s as easy as this:

scp picraspberry:/home/pi/transfer home/johnd/transfer

VNC (Access with Graphical Interface)

If you'd like to access your Pi via a graphical interface, VNC provides the means.

VNC Server

First, you'll need to install a VNC server on your Pi. Log in to the Pi, then issue these commands at the
command line:

sudo apt-get update

sudo apt-get install tightvncserver

After installation is complete, start the VNC server as follows:
vncserver :1

You'll be prompted to enter a password to use when accessing desktops. You are limited to 8

characters on the password. If you want separate read-only access, answer “y” to the “view-only
password” prompt, otherwise answer “n”.

Client Access

To access the Pi from your client machine, you’ll need a VNC client. I'm using xtightvncviewer here,
but there are plenty to choose from.

When you run the VNC viewer, you’'ll be prompted for the address of the machine to connect to. Enter
the IP address of your Pi, or the “friendly name” from your hosts file if you prefer. Append a “:1” to
indicate the port to connect to:

serverDialog + @

YHC server:

pisquared:1]}
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Then, you'll be prompted for the remote access password you set up earlier:

password + €

Password:?

After entering the password, the graphical desktop will display:
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That's it! When you're finished, just close the VNC viewer.

All-In-One Client

If you'd like a nice all-in-one SSH/VNC client for Linux, | recommend Remmina.
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